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Abstract

TheVirtual Unix Lab (vulab) is an interactive coursesystemwhich allows studentsto
do Unix systemadministrationexercises.Machinesareinstalledon which studentscando
their assignmentswith full ”root”-access.At theend,thesystemcheckswhich partswere
donecorrectly, andgives a feedbackon the exerciseresult. Accessto the lab is via the
Internetvia aweb-browseraswell asstandardUnix clients(ssh,telnet,ftp). Somedetailon
exercise-veri�cation areoutlinedin this paper.
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1 Intr oduction & Background

A problemin teachingUnix systemadministrationis the lack of machinesavailable on
which studentscanpracticewith full systemadministratorprivileges. Without systemad-
ministrator(root) privileges,many thingscannotbepracticed.On theotherhandside,when
handingout root privileges,thelab machinesarein anunknown state,requiringreinstalla-
tion of thelabmachinesfor futurestudentsto geta known safe& well-con�guredenviron-
ment.

TheVirtual Unix Labwascreatedto solve this problem.

2 The Virtual Unix Lab

TheVirtual Unix Laboratorywasstartedin the“PraktikumUnix ClusterSetup”projectin
the “Hochschul-und Wissenschaftsprogramm(HWP)” initiative at the University of Ap-
plied Sciencesof Regensburg (FH Regensburg). It wasdesignedasan interactive course
systemfor systemadministrationtraining in general,andwith a focuson traininginstalla-
tion andcon�gurationof theNetwork File System(NFS)andNetwork InformationSystem
(NIS) on Unix-basedsystemsin particular.

TheVirtual Unix Lab ful�lls this purposetoday. After sign-up,machinesareinstalledon
demand,andstudentscan do their assignmentswith full ”root”-access. Userscan book
exercisesfor a certaintime, andall machinesaresetupidentically. Exclusive accessto the
lab machinesduring exercisesis guaranteed,with accessto the lab beingrealizedvia the
Internetvia a web-browseraswell asstandardUnix clients (ssh,telnet, ftp). At the end
of theassignment,thesystemchecksif/which partsweredonecorrectly, andgivesa report
containingfeedbackon thesuccessof theexerciseto thestudent.

After that,machinesarere-installedfrom scratchfor next userandexercises.

3 A Tour tr ough the Virtual Unix Lab

The tour throughthe Virtual Unix Lab coversboth the partsthat the userswill seewhile
usingthesystemaswell asa few areaswhichcoveradministrative actionsplusanoverview
of thestepsfor updatingandcreatinganew exercise.

3.1 UserAr ea

This tour throughtheuserareaof theVirtual Unix Labcoversthefollowing areas:

� Login andaccountcreation

� List of exercises

� Bookinganexercise

� Takinganexercise

� Retrieving feedbackafterwards

The tour itself will consistof a numberof screenshotsdisplayingthe variouspartsof the
webbaseduserinterfacethattheVirtual Unix Labpresents.

1. Accessto theuserinterfaceof theVirtual Unix Lab is througha webbrowser, which
allows accessingall facilitiesprovided,exceptperformingexercisesthemselves(see



Figure1: Logginginto theVirtual Unix Lab

below). Languageof theuserinterfaceis German(only) right now – internationalisa-
tion is on thelist of itemsto do in thefuture.

Whenaccessingthewebpage,the�rst thing studentsencounteris a maskto login as
displayedin �gure 1.

2. If a studentdoesn't have a login yet, hecancreatea new login (“Pro�le”) usingthe
form displayedin �gure 2.

Thestudentwill have to give his studentID number(“Matrikel-Nummer”),�rst and
lastname,anemailaddresswherehecanbereachedanda password (twice). Upon
registering,anemailwill besentto thegivenemailaddress,whichcontainsanauthen-
ticationtokenthat theuserhasto enterto permanentlyenablehis account.Accounts
not enabledthat way will be deletedafter 7 days. This allows instantaccessto the
lab,but ensuresthatpeopleprovide at leasta valid emailaddressif they wantto keep
usingthelab.

3. After successfullogin into theVirtual Unix Lab, thewelcomescreenshown in �gure
3 is displayedanduserscan choosefrom several actionsthey want to do: Update
their usersettings(“Benutzerdaten”),geta list of availableexercises(“ Übungenau-
�isten”), book an exercisefor a certaintime & date(“Buchungvornehmen”),get a
list of pastandfutureexercises,deletefutureexercisesandretrieve feedbackon past
ones(“Buchungeneinsehen”)aswell aslogoutof thewebsite:

4. Figure 4 shows a list of exercisesavailable in the Virtual Unix Lab, including the
exercisename(“ Übung”), a one-linedescriptionof theexercise(“Bezeichnung”)and
durationof theexercisefor theuser(“Dauer”):

5. Eachof theexercisesin thelist canbeclickedonto retrievetheexercisetext asshown
whenactuallytakingtheexercises,see�gure 5 for anexample.
This allows preparingtheexercises,andlearningall the itemsnecessaryto success-
fully performtheexercisein theVirtual Unix Lab.

6. After thesepreparations,anexercisecanbebookedby selectingthe“ übungbuchen”



Figure2: Enteringdatafor anew login

menuitem. The �rst stepin bookinganexerciseconsistsof decidingat which date
andtime to take theexercise,which is displayedin �gure 6.
Exercisesareavailablein three-hourintervals (1.5 hoursfor theexercise,plusabout
onehourfor preparationof thelabmachinesandsometime for postprocessing),slots
alreadybookedby otherusersarenotdisplayedasavailable.In theabove screenshot,
theexercisesat 0am,3am,6am,9amand12amarenotavailablebecauseof that.

7. After decidingon thedateandtime for theexerciseto take place,thenext stepis to
choosewhich actualexerciseto take, from the list of availableexercises.As in the
previous list of availableexercises,the exercisename,descriptionanddurationare
displayed,andtheuserhasto decidefor oneasdisplayedin �gure 7.

8. After selectingdate& time andwhich courseto take, a �nal con�rmation shown in
�gure 8 hasto bemadebeforetheexerciseis booked.

9. Theexerciseis booked now, andthe systemwill know whento preparethe lab ma-
chinesfor theexercises,usinganat(1)job.
Thestudentcanwalk away, preparefor theexerciseor whatever, andasfor a realtest,
heshouldcomebackto thelabafew minutesbeforetheselectedtimeof theexercises,
loggingin again,see�gure 9.

10. After theuserhasloggedin, thesystemwill tell him thatanexercisewaspreparedfor
him (andwhichone),andthathecanalreadystartpreparingtheexerciseby following
theprovidedlink (“bitte hier klicken” in theredtext) asdisplayedin �gure 10.

11. Beforestartingthe exercise,the studenthasto enterthe IP addressof the machine
from which hewantsto accessthelab machines.This process,shown in �gure 11, is
neededto restrictaccesssootherstudentscannotdisturbtheexercise.
Whathappenswhentheuserhasenteredhis IP numberhereis thatappropriaterules
will beinjectedinto the�re wall coveringthelab machinesto allow accessto thelab
machinesonly from thegivenhostnamewhentheexercisestarts.



Figure3: Welcometo theVirtual Unix Lab



Figure4: List of availableexercises

Figure5: Exercisetext preview



Figure6: Bookinganexercise:selectingdate& time

12. Justasin a realtest,thestudentcancomeinto thelabandsit down, but thetestwon't
startuntil a certaintime. In a real lab test, this would be whenthe teacherpasses
out sheetsof paperwith theexercisesprintedon them. In theVirtual Unix Lab, the
studenthasto wait for thestartof theexercisetoo,asdisplayedin �gure 12.

13. Whenexercisetime is reached,the�re wall protectingthelabsystemswill beopened
to allow accessto thelab systems,andtheexercisewill bedisplayedase.g. in �gure
13.

Thetext displayedhereis thesameaswasavailablefor lookingatbefore,sostudents
wereableto prepareproperly, with a few smalladditions.First, a link with help for
accessingthe lab systemsis placedunderthe exercisetext, so studentsnot familiar
with thelab(yet)canmakethemselvesfamiliarhow to accessthelabmachines,giving
propersyntaxfor telnet, ftp and ssh. Below this link, the time remainingfor the
exerciseis printedon thelower left (“VerbleibendeZeit”), andif theuserdecidesshe
has�nished theexercisebeforethe time runsout, this canbestatedby pressingthe
“Fertig!”-button.

14. For accessingthelab machines,separateterminalwindows have to beopenedto ac-
cessthe lab machinesandperformthe tasksneededto successfullysolve the tasks
givenin theexercisetext asshown in �gure 14.

Figure14showsaccessto aSolaris/sparc(left xterm)andNetBSD/sparc(right xterm)
system. For eachsystem,the userknows a “normal” useraccountand password
(without any systemprivileges)aswell asthesystemadministrator(root) password,
givenin theinstructionson how to accessthelabmachines.

Thestudentcantheuseany measuresheseemsappropriateto solve the tasks,using
thefull administrativeprivilegeshehasavailable.If oneof thelabmachineshasto be
rebooted,this canbedoneaswith any normalremotelyadministratedmachine(i.e.:
thereis noaccessto theconsole,right now).

15. After the exercisehasended– eitherbecausetime ran out, or becausethe student



Figure7: Bookinganexercise:selectingtheexercise



Figure8: Bookinganexercise:con®rmation

Figure9: Loggingin for abookedexercise



Figure10: An exerciseis prepared& waiting

Figure11: Con®guringaccessto thelabmachines



Figure12: Waiting for startof exercisetime

signalledhe's doneby pushingthe “Fertig!”-button– the systemwill revoke access
to thelabsystemsby re-enablingthe�re wall, andprint a messagethattheexerciseis
overandthatfeedbackontheexercisecanberetrievedfrom thedatabasewithin afew
minutesasshown in �gure 15.

At this point, thelab systemsareanalyzedin thebackgroundby a numberof scripts,
whichknow whatcon�gurationstepsarenecessaryfor successfulperformanceof the
exercise,andwhich will report their �ndings in the databasefor later retrieval (see
below for moreon this).

16. After anexercisehas�nished, studentscanretrievefeedbackonanindividualexercise
via the main menu(“Buchungeneinsehen”).They will seethe exercisetext again,
with thevarioustaskscontainingcommentson whatchecksweredone(greentext) ,
andif theparticularcheckwasdonesuccessfully(“OK”) or not (“Nein”). See�gure
16 for anexample.

3.2 Admin Ar ea

After a walkthroughof the functionsprovided by the Virtual Unix Lab to it' s usersand
students,thissectionconcentratesonsomeof theadministrativeactionsthatareavailableto
administratorsof theVirtual Unix Lab.

Again,herearethevariousimpressionsto show theseaspects,in screenshotformat.

1. Userswith administrative privilegesin theVirtual Unix Lab have to log into thesys-
temlike“normal” userstoo,thesystemwill know they haveadminstatus,anddisplay
availableactionsasappropriate.Availableactionsareupdating& changinguserset-
tings(“Benutzerdaten”),editingor creatingnew exercises(“Uebungs-Setup”),look-
ing at pastandfutureexercisesbooked by all users(“Buchungen”)andseeingwhat
userssaidin thesurvey (“Feedback”,not coveredhere).Figure17 shows theadmin



Figure13: Displayof theexercisetext



Figure14: Logginginto labmachinesfor theexercise

Figure15: Endof exercise



Figure16: Feedbackonanexercisetaken



Figure17: Administrator's login & menu

login screen.

All the menuitems available in this menuwill be presentedin the following para-
graphs.

2. Selecting“Benutzerdaten”displaysalist of all usersof theVirtual Unix Labasshown
in �gure 18, including their studentID (“MatrikelNr”), last and �rst name,login
(which defaults to the email addressenteredwhensigningup, but canbe changed
by userslater) aswell asthe type of a user. Typesarede�ned for usersandadmin-
istrators,with an additionaltype reserved for teachersof the system(“dozent”) for
futureadditions.

Two buttonsareavailableright to eachuser, the lower button to deletetheuserfrom
thesystem(andall his associateddata,like exerciseshetook), andtheupperoneto
edit thedataof a certainuser.

3. Whenpressingthebuttonto edita user's data,theform displayedin �gure 19 will be
presentedto changea users'data.

Interestingitemsherearetheusertype(“Benutzer-Typ”), which is usually“User” for
students,and“Admin” for administratorsof theVirtualUnix Lab. If anew user's login
hasnot beencon�rmed yet by enteringthe authenticationtoken mailed to the user
whenregistering,the “Anmeldungbesẗatigt?” �eld will be setto “Nein” to indicate
the login hasn't beencon�rmed, with the authenticationtoken beingdisplayedfor
con�rmation & veri�cation.

If a usercan't rememberhis password, a new onecanbe �lled in (twice, for con�r -
mation)to seta new one. During testswith a groupof 40 computersciencestudents
over thedurationof onesemesterin summer2004,it wasamazinghow many students
managedto forget their password – “I have forgottenmy password” apparentlyisn't
a user-supportmyth (only)!



Figure18: Managingusers



Figure19: Editinguserspeci®cdata



4. Listing all exercisesbooked by all usersin the pastand future can be achieved by
selecting“Buchungen”from themenu.Thelist, displayedin �gure 20,containslogin
nameof the userandwhat exercisehe booked, including date& time andalsoan
indicatorif theexerciseis still to betaken(“freigegeben”)or alreadydone.
To theright of eachexercises,two buttonsareplaced,justasin thefor for editinguser
data.Thelowerbuttoncanbeusedto deleteall tracesof apastexercise(notavailable
to normalusersto prevent themfrom destroying evidence),theupperbuttoncanbe
usedto retrieve feedbackona particularexercisefor bothadminandstudentusers.

5. Whenanadministratorselectsfeedbackonacertainexercise,hewill getsimilar feed-
backasnormalusers(see�gure 21), containingdataif singletasksof the exercise
weresolvedsuccessfully, andsomehintswhatthesystemdid to test(in greenfont).
In additionto normalusers,administratorswill getanoverview on how all students
takingthesameexerciseperformed,giving numbersonhow many did (“Bestanden”)
or did not (“Nicht bestanden”)manageto solve the tasksuccessfully, aswell asan
overall numberof studentswhodid theexercise.In additionto absolutenumbersand
percentage,barsof “o”s areprintedto give sort of a graphicaloverview, making it
morevisiblehow theoverall groupperformed.

6. Whenselectingthe“Uebung-Setup”menuitem,varioussettingsfor new andexisting
exercisesdisplayedin �gure 22 canbechanged.First, a new menurow will appear
which allows managingthelist of lab machinesavailable(“Rechnerverwalten”), the
list of harddiskimagesavailablefor them(“Imagesverwalten”) aswell ascreatinga
new exercise(“neueÜbung erstellen)”. Furthermore,a list of all existing exercises
is given, with two buttonson the right. The rightmostbutton canbe usedto delete
anexercise(includingall dataavailableon thatexercise,esp.pastexercisestakenby
students- usewith care!).Theotherbuttoncanbeusedto changevarioussettingsof
theexercise,usingthesamemenusaswhencreatinga new exercise,seebelow.

3.3 CreatingNewExercises

1. Whencreatingnew exercisesor editingexisting ones,a list of lab machinesneedsto
be known. This list canbe editedby selecting“Rechnerverwalten” in the previous
menu,andusingtheuserinterfaceshown in �gure 23.
Buttonsbesidestheentriesareusedto deleteentriesfor labmachines,or edit proper-
ties,with hostnamesbeingtheonly propertyright now.

2. A similar list canberetrievedfor all harddiskimagesavailable,thatcanbedeployed
on thelabmachines.
As canbeseenin �gure 24,harddiskimagesareavailablefor NetBSD1.6.2/sparcand
Solaris9/sparcright now. Adding otherharddiskimagesfor otheroperatingsystems
like Linux, or specialsetupslike troubleshootingwould beeasilypossible.
At this point, only onekind of lab machineis available(two SunSPARCstation4),
andthusno additionalchecksareneededif an imagecanbe deployed on a certain
machine.This maychangein thefuture!

3. Whenchoosingto createa new exercises,threescreenshave to be�lled with data.
The�rst oneaskingfor generalinformationon thenew exercise,like a shortdescrip-
tion (“K urzbezeichnung”),one-linedescription(“Bezeichnung”)andausernamethat
shouldbeallowedexclusiveaccessto theexercises(“Nur für”, usedfor administrative
exercises,seebelow). Time for preparingthe lab machines(“Vorlauf”), durationof
theexercise(“Dauer”) aswell astime for analyzingthelabmachines(“Nachlauf”) is
needednext, eachgivenin hoursandminutes.
If anexerciseshouldnot berepeatablelike for a real test,not just a lab exercise,this
canbedoneby settingtheexerciseto benot repeatable(“Wiederholbar?”).Next item
neededis �le placedin the �lesystem of the Virtual Unix Lab which containsthe
exercisetext (“PfadaufdieTextdatei”)andwhichneedsto containsomespecialPHP
callsto allow giving feedback(not coveredhere).



Figure20: Managingbookedexercises,past& future



Figure21: Retrieving feedbackonagroup'sperformance



Figure22: Editingvariouspropertiesof anexercise



Figure23: Managinglab machines

Figure24: Managingdisk imagesfor labmachines



Figure25: Enteringbasicdatafor anew exercise

Finally, designplansfor theVirtual Unix Lab includea tutorialcomponentwhichcan
give helpon demand,which is what the�lename with additionalinformation(“Pfad
aufzus̈atzlichesInfo-Material”) is intendedfor, but notusedright now.
Figure25displaysthe�rst screenaskingfor all this data.

4. Thesecondpartof creatinga new exerciseconsistsof decidingwhich lab machines
areneededfor theexercise(“verwendeterRechner”),andwhichharddiskimagethey
shouldgetinstalled(“benötigtesImage”).Pressingthe“Rechner-Kon�gurationhinzuf̈ugen”
button will addthe machine/image-combinationto the exercise. A list of machines
& imagesalreadypartof the imageareprintedbelow that,with buttonsavailableto
deletethemachine/imagecombinationor to edit it. To makesureseverallabmachines
getsetupfor anexercise,they mustbeaddedwith anappropriateexercisehere.
In the example screenshotdisplayedin �gure 26, only one lab machinerunning
NetBSD1.6.2would bepreparedfor theexercise(unlessotherswereadded).

5. The third and last stepof creatinga new exerciseconsistsof de�ning which tests
aremadeat the endof the exerciseto determineif the (partsof) the exercisewere
performedsuccessfullyor not.
Testingcanbedonevia a numberof so-called“Check-Scripts”,which exist to testa
numberof aspectsof asystem.Parameterscanbepassedto thescriptsto adjustwhat
they do (seebelow). As anexercisecaninvolve severallabmachines,andaseachlab
machinecanrun a differentcon�guration (client, server, ...), it' s importantto de�ne
on whichmachinea checkscriptruns(“L äuftaufRechner”).
Theselectedcheckscriptwill beranonthenamedmachinewith thegivenparameters
at the endof of an exercise,andstorethe resultof the script – successor failure –



Figure26: De®ningmachines& con®gurationfor anew exercise

in the databasefor giving feedbacklater. As a simpledisplayof “success”or “you
failed” maynot betoo helpful1, anadditionaldescriptionof whatexactly wastested
andwaseitherpassedor failedcanbegiven(“Bezeichnungfür Auswertung”).

As with the selectionof lab machinesusedfor an exercise,several checkscan be
addedto an exercise(“Check hinzuf̈ugen”), completionof the new exercisecanbe
indicatedby pressingthe“Fertig” buttonof theform displayedin �gure 27.

6. All scriptsavailabletoperformchecksonthelabmachinesarestoredonthe�lesystem
of theVirtual Unix Labserver. A list which allows easyselectionof a check-scriptis
madeavailablethroughthePHPframework displayedin �gure 28.

Scriptsareavailableto testvariousaspectsof asystem,eitherbeingindependentof the
operatingsystem(“check-* ”), work on all Unix systems(“unix-check-* ”) or
only on a particularUnix �a vour (“netbsd-check-* ”, “solaris-check-* ”).
If a certainsubsystemallows variouspropertiesto be changed,that's alsoencoded
in thecheckscript's �lename(“unix-check-user-* ”, “check-file-* ”). Fu-
ture incarnationsof the Virtual Unix Lab may also includecheckscriptsto run on
Windows systems.

7. Figure29 shows anexercisethathassomecheckscriptsde�ned to beranuponcom-
pletionof theexercise:.

For eachcheck,buttonsareavailableto remove it from the list of checksto run,and
to edit thedatastoredfor theparticularcheck.

8. Whenchoosingto edit a particularcheck,all theparametersfrom theprevious form
canbechangedusingtheform displayedin �gure 30: script,parameters,description
for feedback,andonwhichmachineto run thescript.

In addition, information on what the script doesis printed in addition to a list of
parametersthat thescript takes,includingnameof thevariable,thedefault value(if
applicable),anda descriptionof theparameters.

1[Schulmeister, 1997] p. 111



Figure27: Addingchecksfor anew exercise

Figure28: A list of availablecheck-scripts



Figure29: An exercisewith two checksde®ned



Figure30: Editing dataof acertaincheck



The informationon purposeof a check-scriptandlist of parametersincluding their
descriptionis retrievedfrom thecheckscripts– all checkscriptsareexpectedto allow
queryingthemfor theseinformations.

9. A typicalexerciseconsistsof about30-40singlechecksto runat theend.Enteringall
thedatafor all thesechecksvia thewebfrontendis possible,but tiresome.To solve
this problem,analternative way to enterdataon checkscriptsinto thedatabasehad
to beconstructed2.
As the text of anexercisealreadycontainscalls to PHPfunctionsto retrieve success
of theparticularcheck(usingthechecknumbersshown in thepreviousscreenshots),
puttingdatanearthesecallswasanobvioussolution.So,insteadof putting

Do task #1

<?php auswertung_teiluebungen( 916, 917);
?>

Do task #2
...

into theexercisetext'sPHP�le to describetask#1andassociatechecksnumbered916
and917with themase.g. de�ned in �gure 29, the layoutcan�rst bea bit changed
(no functionalchange):

Do task #1

<?php auswertung_teiluebungen(
916,
917

);
?>

andafterthis layoutchange,commentscanbemadein thePHPcodeto addthedata
for thechecksascommentsasshown in �gure 31.
With anappropriatepreprocessor, thedatacanbeextractedandstoredin thedatabase.
In the above example,the check-numbersarenot known whenwriting the exercise
text, andleft as“XXX”. Whenrunningthepreprocessor, it will extractdatafrom the
PHPcomments,andstoretheminto thedatabase.
Figure32showsrunningthepreprocessor, which�lls in thenow-known check-numbers
into thePHPcallsfor giving feedbackasshown in �gure 33.
Using this framework, it is possibleto keepall thedatafor anexercise– text, which
checkscript,on which lab machineto run it, any possibleparametersaswell astext
for feedback– in one�le, which is a lot easierto maintain.Thewebinterfacecanstill
beusedto edit existingexercises.
More wordscould be spenthereon exerciseveri�cation, stereotypesand language
design,systemfront-ends,domainspeci�c languagesanddesignpatterns,but it would
bebeyondtheintroductionalcharacterof this paperandbepublishedelsewhere.

4 Setup

4.1 Hardware

Thefollowing machineis usedasserver machine:

2[Spinellis,2001] p. 96



Figure31: Embeddingcheck-datainto exercisetext comments

Figure32: Extractingcheckdatainto thedatabase



Figure33: Thepreprocessorhas®lled in thecheck-scriptnumbers

� SunSPARCstation5, 85MHz

� 192MB RAM

� 3* externalSCSIdisk

� additionalSBusethernetcard

� RunsNetBSD1.6.2/sparc

Thefollowing machinesareusedaslabclients:

� Two

� SunSPARCstation4, 110MHz

� 64 MB RAM

� 1 GB internalSCSIdisk

� RunNetBSD1.6.2/sparcor Solaris9/sparc

Theultimategoalhereis to usevirtual machinesinsteadof realhardware.WhentheVirtual
Unix Labprojectwasstarted,no hardwarefor runningvirtual machineswasavailable.

4.2 Lab Machine Installation

Installationof the lab machineis doneby using the server to act as DHCP, RARP and
NFSserver to lab-internalnetwork. Whena new exerciseis to beprepared,thelab clients
arenetbooted,sothey areindependentof any operatingsystem(andit' s possibledamaged
state).Fromthenetbootedenvironment,a new harddiskimageis written to thelab client's
harddisk.Theimage-deploymenttechniquesusedhereweredevelopedin theg4u3 project.

3[Feyrer, 2004]
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Figure34: Accessingthelabclients

4.3 Restricting Accessto Lab Machines

Protectingthe lab clientsfrom unauthorizedaccessduringexerciseswasoneof thedesign
goalsof theVirtual Unix Lab,but it wasalsoconsideredimportantto nothookuplabclients
directlyto theproductionnetwork of theUniversityof AppliedSciencesof Regensburg (FH
Regensburg) to prevent studentshaving accessto the lab machinesabusing their admin
privileges.

As aresult,thelabclientswereplacedinsidetheirown network, with only thelabmachines
andthe Virtual Unix Lab server. The Virtual Unix Lab server actsas�re wall, andaccess
to the clients is realizedby redirectingaccessto certainportson the server to the client
machines,ascanbeseenin �gure 34.

The�re wall is con�gureddynamicallyto allow accessfrom asingleclientwhenanexercise
starts(see�gure 11),andaccessis disabledat theendof anexerciseeitherwhentime runs
outor theuserindicateshe's done,justbeforeveri�cation of theexerciseresultsstarts.

4.4 Software

Thefollowing softwarewasusedto createtheVirtual Unix Lab:

Apache: Webserver for theuserinterfaceandexercisetext

Postgres: Databaseengine;MySQL didn't compileon NetBSD/sparc,andPostgreshas
workedvery �ne

IP�lter: Firewalling softwareby DarrenReed[Reed,2004]

NetBSD:Operatingsystemfor theVirtual Unix Labserver andclients

Solaris: Fineoperatingsystem,for clientsof theVirtual Unix Lab

PHP: Scriptingenginefor theweb-baseduserinterface

Perl: Scriptingenginefor resultveri�cation andsomeinternals

Bourne shell: Scriptingenginefor resultveri�cation, client deploymentandmoreinter-
nals



5 Curr ent Status

Currentstatusof theVirtual Unix Lab is thatit works(!).

Two full-length exerciseshave beenworkedoutandareavailablefor students:

� Network InformationSystem(NIS)

� Network File System(NFS)

Thesystemwastestedsuccessfullyin summersemester2004by 40 studentsduringcourse
“SystemAdministration”atthedepartmentof computerscienceattheUniversityof Applied
Sciences(Fachhochschule)Regensburg.

An upgradeof theserver hardwareto amodernPCis pending.

6 Futur e Perspectives

Many waysarepossibleto improve thesystemon oneend,but therearealsoa numberof
perspectivesthat thesystemin it' s currentincarnationcanbeusedfor. Here's an itemized
list:

� Funding badly needed,for keepingthe systemrunning, and any of the following
items

� De�ne more exercises:

– Web-andMail server, includingspam�ltersetc.
– DNS,DHCP, LDAP, Samba
– Databasesetup& tuning
– Systemandnetwork troubleshooting
– Securitypost-mortenanalysisandprevention

� Add moreoptionsfor lab machines:

– Realhardware(PCs,SunE15000)
– Emulated(virtual) hardware:VMware,Xen, ...
– More operatingsystems:Linux, Windows

� Internationalisation

� Implementa tutoringsystem

� Think aboutusermodeling

� Do a lot of polishingandinternalrestructuringfor theabove items

� Funding!Veryverybadlyneeded!
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